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[bookmark: _Toc176246587]Introduction
The purpose of this document is to get basic understanding and agreement on attribute sharing with the Service Provider willing to integrate with UAE PASS for authentication use case.
NOTE: For every service channel (web or mobile) you need to fill a separate form 
[E.g. if you have one mobile App then we need one filled form for that mobile App]

[bookmark: _Toc163209142][bookmark: _Toc172024342][bookmark: _Toc176246588]Compliance terms:
As a service provider of UAE PASS, we abide by the below conditions: -
	#
	Terms	
	Select

	1
	Comply and implement the use case described and presented in this questionnaire.
	☐	☒ Agreed

	2
	Comply with UAE PASS authentication, branding and account linking guidelines.
	☐	☒ Agreed

	3
	Availability of the technical team to perform the integration (Confirmation to be provided)
	☐	☒ Agreed

	4
	Deploy on production the exact copy of build that will be assessed and signed off by UAE PASS onboarding team during staging assessment phase without any further changes.
	☐	☒ Agreed

	5
	Address and fix any issues on Production within 48 hours from Go Live.
	☐	☒ Agreed

	6
	Train internal employees about UAE PASS.
	☐	☒ Agreed
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Kindly refer to the use case guidelines before filling this document https://docs.uaepass.ae/guidelines/use-case-guidelines 
	S.No.
	Description
	Response

	1
	Official name of Entity, Ministry, Organization, or Establishment owning the integration?
	Sandooq Technology Ltd (صندوق للتكنولوجيا المحدودة) — Private Company, Trade License No. CL14197 (valid to 21/08/2027).

	2
	Brief description about your Business 
(Year of Establishment, User Segments, List of key services, Number of clients) 

	Sandooq (by Sandooq Technology Ltd, established 2026) is a UAE-based digital savings platform that digitises the traditional rotating savings circle (jam’iya / ROSCA) for individuals: members create or join a savings Sandooq, pay scheduled contributions from an in-app wallet, and receive the pot in turn. Key services: create a savings circle (solo or group), join by invitation or public marketplace, wallet & payments, scheduled payouts, reminders and notifications. User segment: individual consumers (B2C). Status: closed beta ahead of public launch.

	3
	Type of integration channel (SPC)? {Web or Mobile App}
{Each Web or Mobile application is recognized as a separate integration channel and a separate questionnaire}
	Mobile App — a single channel (one React Native application shipped as native Android and iOS builds).

	4
	Name of the Service Provider channel (SPC)?
{This will be shown to user when authentication request is received on their UAE PASS mobile app.}
	Sandooq

	5
	Specify the user segments covered part of online services such as individuals (e.g. G2C/B2C) and for businesses (e.g. G2B/B2B)
{Please reflect services corresponding the user segments for online services}
	B2C — individuals (UAE citizens, residents and visitors) using personal savings services.

	6
	OAuth Callback URL of web app
{Redirect URL for both web/mobile application in both lower and production environments}
	Mobile deep link (same in staging and production): sandoog://uaepass
The authorization-code → token exchange is performed by our backend over HTTPS (Google Cloud Functions), not by the app. An https universal link can be registered instead if required.

	7
	Detailed description of current use case (with current screenshots if applicable)
	Today users sign in with their mobile number via SMS OTP (Firebase Phone Authentication). New users complete a short in-app profile (full name, optional email and photo) after first sign-in. Screenshots available on request.

	8
	Current registration (before UAE PASS integration) process with the required details, documents that user needs to submit during registration.
 {if applicable}
	Registration is by verified mobile number (SMS OTP) plus an in-app profile form (full name, optional email/photo). No documents are collected.

	9
	Detailed description of “To Be” use case
{Please note that for a successful authentication use case you should enable users to access their existing accounts after account linking through UAE PASS}

You need to detail out the user journey visually
	A “Sign in with UAE PASS” button is added to the Welcome and Login screens alongside OTP sign-in. Journey (Appendix B): the app opens the UAE PASS authorization page in the system browser (app-to-app with the UAE PASS app when installed); after authentication and consent the authorization code returns via deep link and is exchanged server-side. Account access: (1) if the UAE PASS UUID is already linked, the user signs in to their existing account; (2) otherwise automatic linking — if the verified UAE PASS mobile number matches an existing Sandooq account, the accounts are linked (UUID stored) and the user accesses their existing account; (3) otherwise a new account is auto-registered, pre-populated from the UAE PASS attributes (name EN/AR, mobile, email, Emirates ID for SOP2/SOP3). Logout clears the app session; the next sign-in requires fresh UAE PASS authentication.

	11
	Who will be the target audience to avail the Authentication feature? {Citizen/Residents OR Visitor}
	Citizens & Residents and Visitors (all UAE PASS account types; SOP1 accounts receive standard app access).

	12
	Count of Services in the integration channel that will be available for customers after enabling UAE PASS? {in numbers}
	1 channel; 5 services behind sign-in (create savings circle, join circle / marketplace, wallet & payments, payouts, account management).

	13
	Value that will be added to customers by enabling the login with UAE PASS
	Government-verified single sign-on instead of another password; verified identity (name, Emirates ID for SOP2/SOP3) raises trust between savings-circle members and reduces fraud; instant, auto-filled registration.

	14
	What’s the expected transaction volume? 

	≈500–1,000 UAE PASS logins/month at launch, projected to grow to 5,000–10,000/month within 12 months.

	15
	Provide the timelines to implement this integration with UAE PASS? {start & end date}
	Development against the documented OAuth flow is already complete on our side. Start: on receipt of staging credentials (target September 2026). Staging integration + internal testing: 2–3 weeks; ready for staging assessment October 2026; production go-live target November–December 2026.
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UAEPASS static attributes that will be passed by UAE PASS upon successful authentication:
	No.
	Attribute Name
	Description
	User Type
	Select

	1
	userType
	Level of assurance.
	All User Types
	☒	☒

	2
	Mobile
	Verified phone number
	All User Types
	☒	☒

	3
	Email
	Verified email
	All User Types
	☒	☒

	4
	UUID
	UAE PASS Unique User Identifier
	All User Types
	☐	☒

	5
	SPUUID
	SmartPass Unique User Identifier
	All User Types
	☐	☐

	6
	Idn
	Verified Emirates ID number
	Only SOP2 & SOP3
	☐	☒

	7
	fullnameEN
	Full name (English)
	All User Types
	☐	☒

	8
	fullnameAR
	Full name (Arabic)
	All User Types
	☐	☒

	9
	firstnameEN
	Given name (English)
	All User Types
	☐	☐

	10
	firstnameAR
	Given name (Arabic)
	All User Types
	☒	☐

	11
	lastnameEN
	Given name (English)
	All User Types
	☐	☐

	12
	lastnameAR
	Given name (Arabic)
	All User Types
	☒	☐

	13
	nationalityEN
	Nationality (English)
	All User Types
	☐	☐

	14
	nationalityAR
	Nationality (Arabic)
	All User Types
	☒	☐

	15
	Gender
	Gender
	All User Types
	☐	☐

	16
	idType
	ID Type
	All User Types
	☐	☐

	17
	titleEN
	Title (English)
	Only SOP3
	☐	☐

	18
	titleAR
	Title (Arabic)
	Only SOP3
	☐	☐
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Use case scenarios diagram of the user journey 
· Kindly refer the use case diagrams found in the link below to create user journey:
https://docs.uaepass.ae/guidelines/use-case-guidelines/standard-authentication-scenarios-for-service-provider-use-cases 

· Note: Make sure to choose the right SOP level, linking scenario and mention the unique and verified attributes 

















[bookmark: _Toc172024347][bookmark: _Toc176246593]Appendix-C
User Journey mockup for Integrating with UAE PASS
SP to submit below scenario (whichever is applicable as per chosen use case number). 
Kindly refer to the design guidelines: https://docs.uaepass.ae/guidelines/design-guidelines 
	#
	Scenario
	

	1
	Sign in with UAE PASS
	☐	☒

	2
	Sign up with UAE PASS
	☐	☒

	3
	Redirection to UAEPASS Login page (WEB)
	☐	☐ N/A (no web channel)

	4
	Redirection to UAE PASS Consent Page
	☐	☒

	5
	SOP1 scenario
	☒

	6
	SOP2 scenario
	☐	☒

	7
	SOP3 scenario
	☐	☒

	8
	Manual linking page if applicable (Manual Linking | UAE PASS)
	☐	☐ N/A (automatic linking)

	9
	Manual linking (NO) scenario if applicable (Manual Linking | UAE PASS)
	☐	☐ N/A

	10
	Manual linking (YES) scenario  if applicable
	☐	☐ N/A

	11
	Only registration/Sign up Scenario
	☐	☒

	12
	Auto populate Form if applicable (Manual Linking | UAE PASS)
	☐	☒

	13
	Only existing users error message if applicable (Text Message Guidelines | UAE PASS)
	☐ N/A

	14
	Unverified user restriction error message (Text Message Guidelines | UAE PASS)
	☐	☐ N/A (SOP1 permitted)

	15
	Something went wrong during the login error message (Text Message Guidelines | UAE PASS)
	☐	☒

	16
	User cancels login scenario (Text Message Guidelines | UAE PASS)
	☐	☒

	17
	Logout scenario
	☐	☒

	18
	APP-WEB  scenario (only for mobile) 
	☐	☒
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This table is to be filled by SP listing all contacts of business & technical resources that will be involved in this integration with UAE PASS.
	Point of Contact مسؤول التواصل

	Title
	Name 
	Email
	Phone Number

	IT director
	Mr. Mohamed Mustafa Neser Bushara
	ceo@sdq.ae
	+971 50 187 8884

	Integration tech lead
	Yassir Mohamed
	yassir.mohamed@sdq.ae
	+971 50 187 8884

	Integration project manager
	Yassir Mohamed
	yassir.mohamed@sdq.ae
	+971 50 187 8884


This is the minimum POC required. The service provider is free to add more 
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Sandooq Mobile App — UAE PASS Authentication User Journey

Standard authentication scenario - SOP1 / SOP2 / SOP3 - automatic linking (verified mobile) + auto-registration

User opens the Sandooq app and taps
“Sign in with UAE PASS"

System browser opens the UAE PASS authorization page
(scope: urn:uae:digitalid:profile:general)
UAE PASS app on device — app-to-app confirmation;
otherwise UAE PASS login page (credentials / QR)

User cancelled: control returns to
the Sandooq Welcome screen. No
error shown (access_denied
handled silently)

User authenticates and gives consent?

Yes

UAE PASS redirects to the app deep link
sandoog://uaepass?code=... &state=...

Sandooq backend (HTTPS Cloud Function) exchanges the code
for an access token (Basic client_id:client_secret) and reads
/users/me — UUID (sub), userType, mobile, email,
fullnameEN/AR, IDN (SOP2/SOP3 only)

l

UUID already linked to a Sandooq account? Stoniin toithellinked J‘
account

Automatic linking: UUID stored on
that account as the linking
attribute; user signs in to their
existing account

Verified UAE PASS mobile number matches an
existing Sandooq account?

Auto-registration: a new Sandooq account is created and the
profile is pre-populated from the UAE PASS attributes
(name EN/AR, mobile, email, Emirates ID for SOP2/SOP3) —
pre-populated fields are not editable

l

User lands on the Sandooq dashboard, signed in.
SOP1: standard access (no Emirates ID attribute) -
SOP2/SOP3: Emirates ID stored as a verified

Logout: the Sandooq session is cleared —
the next sign-in requires UAE PASS authentication again
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